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Cybersecurity:
Protecting Ourselves in the  Digital World
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Cyber Insecurity
−Common Cyber Threats
−The Ugly Forms of Cyber Violations
−Examples

Client Data Safeguards
−The Commitment of CAS
−Best practices for protecting client data 

Topics
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Presenter
Presentation Notes
Here are the topics we’ll cover today.---------------------------------------------------------------We’re all at risk and we’ll be outlining some of the techniques being used to unlawfully access data, and the steps you can take to reduce your exposure to them.
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Identity Theft is Everyone’s Problem

In 2018, 
consumers 

reported losing 
about $1.48 billion 
related to fraud, an 
increase of $406 

million from 2017.
Source: https://www.iii.org/fact-statistic

It takes an average 
six months and 

roughly 200 hours 
of work to recover 
your identity after 

it's been 
compromised. 

Source: https://www.experian.com

Cyberattacks are 
the fastest growing 

crime and 
predicted to cost 

the world $6 trillion 
annually by 2021.

Source: PR Newswire,
December 13, 2018

Someone’s identity 
is stolen every

2 seconds.

Source: https://states.aarp.org/new-
york/
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Presenter
Presentation Notes
Before we dive into our training today, I want to paint a picture of the threats we and our clients face. Unfortunately, fraud and identity theft are a growth industry. The number of incidents, the cost of mitigation, and the sophistication of cybercriminals are all on the rise. Just look at these statistics.

https://www.iii.org/fact-statistic
https://www.experian.com/
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16.7 million
people experienced 
identity theft in 2018.

81% of Company 
Data Breaches due to 
Poor Passwords

Over 95% 
of all security 
incidents investigated 
recognized 
‘human error’ as a 
contributing factor.

Source: Javelin 2019 Identity Fraud Study Source: https://www.tracesecurity.com/; 
August 14, 2018

Source: IBM Security Services 2014 Cyber 
Security Intelligence Index

It’s Not a Matter of If, but When…
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Presenter
Presentation Notes
As you can see from this slide, cyber crimes are on the rise. The number of cyber incidents, the cost of mitigation, and the sophistication of cyber criminals are all steadily increasing. One of the top risk factors is human error – so strengthening our awareness, becoming aware of suspicious activity, asking questions and being diligent in our day-to-day processes and client interactions is critical to helping prevent fraud and cyber breaches.My intention isn’t to frighten you, but the reality is that for many people and companies, it’s not a matter of if but when they’ll become victims of cyber crime. It is critically important that we work together to protect our client and firm information and assets.So, while our firm and our custodian, Charles Schwab and Co., Inc., takes protective measures and constantly adjusts our cybersecurity programs to keep up with emerging cyber trends, the very best way to enhance these efforts is for each of us, along with our clients to work together to ensure these criminals can’t access our data or accounts. 

https://www.tracesecurity.com/
https://www.tracesecurity.com/
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Common Cyber Threats
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Email Account Takeover1

Common Cyber Threats

Malware2

Phishing3

Credential Replay4

Social Engineering5

Call/Email Forwarding6

Spoofing7

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
Ciccarelli Advisory Services, Inc. independent of FSC Securities Corporation. 

Presenter
Presentation Notes
Here is a list of a few of the common cyber threats you, our clients, and our firm may encounter. These common threats can lead to fraud and/or identity theft, in addition to loss of funds. Let’s take a closer look at each of these threats.-------------------------------------Slide InstructionsCustomize your presentation here if you’re looking to cut back on slides. You can determine whether or not you want to review the next seven slides with your employees or simply mention these common threats and ask if they want more information on, or examples of, any of these threats.
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What is it? 
A cybercriminal hacks an email account and searches for emails involving correspondence 
between you and your financial institutions. Their goal is to learn about you and your habits so 
they can pose as you to steal money. 

How does it happen?
Cybercriminals find vulnerabilities within service providers’ servers or personal users’ IP 
addresses to gain access to login credentials, or your email account directly. 

What’s the impact?
Because the cybercriminal has access to your email and can impersonate you, correspondence 
will appear to be from you.  The cybercriminal may provide instructions within the email to 
transfer funds to a fraudulent account. 

How can you defend against it? 
 Secure your email account by using appropriate passwords.
 Use two-step authentication for access to any financial institutions. 

Email Account Takeover

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
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Presenter
Presentation Notes
This is one of the more prevalent threats we see today. And, these scams are becoming increasingly sophisticated and complicated making it harder to recognize when your email account has been compromised. It’s fairly common for emails to be hacked. Cyber criminals who gain access to an email account will often go through the entire inbox, outbox, and all folders to learn all they can about the individual, their accounts, and important details about the relationship between the individual and their financial advisor and banker, as well as typical patterns of behavior including travel, wire requests, etc. so they can better impersonate the victim and successfully request funds to be wired or transferred.There has been a big increase in the number of email account takeover scams targeting and impersonating investors and asking their advisor to issue funds to a third party or what seemingly appears to be a legitimate account. These scams often involve a sense of urgency (like instructions to overnight the check) and elaborate reasons why you cannot be contacted to verify the transaction (like attending a funeral or being on overseas business trip.) These cyber criminals are savvy and try to eliminate the opportunity for you or your service providers to verify the transaction. --------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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How does it work?
Malicious software is created to damage/disable computers and computer systems, steal 
data, or gain unauthorized access to networks. It may include: viruses, worms, Trojan 
horses, ransomware, and spyware.

How does it happen?
Malware may be installed on a computer when a user clicks an unsafe link, opens an 
infected file, or visits a legitimate website that could contain adware. 

What’s the impact?
Malware can delete files or directory information, or it may allow attackers to covertly gather 
personal data, including financial information and usernames and passwords.

How can you defend against it? 
 Do not click on suspicious links or open attachments in unsolicited emails, even from those you 

know. 
 Do not open or download any programs, software, files, etc.
 Do not insert any USB that you’ve received from an unknown/unreliable source.

Malware

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
I find its easier to understand how these threats work by sharing an example or two. Here are a couple examples of Malware:Virus - In 2000, the “ILOVEYOU” virus was launched. The unsuspecting recipient clicks on the email attachment spreading the virus to everyone in his contacts list and overwriting all of his email files. Trojan Horse - One of the most infamous malware ever launched was a Trojan horse called Zeus. It recorded and stole login credentials for thousands of large multinational corporations and banks, enabling the hackers to steal nearly 100 million dollars primarily from US accounts.Malware Worm - In July 2015 a worm called “Code Red,” attacked computers running Microsoft’s IIS web server. It exploited a buffer overflow problem in the operating system. It then infected the computer and began duplicating itself until it drained the system’s resources. One particular form of malware that is on the rise is ransomware, in which cybercriminals break into a computer and, once there, hold the data hostage until you pay a ransom. According to the FBI, there were nearly 2,500 reported instances in 2015 – costing victims $24 million in ransom. This does not include the thousands of unreported attacks. Pop-up blockers, strong passwords, offline back-up storage and current anti-virus software are a few methods for protecting from ransomware. In the office, it’s important to remember not to open attachments or click on URLs in unsolicited emails, even from those you know. Use precaution – if it looks and feels suspicious, then it probably is… Don’t forward suspicious emails to anyone. Report it to (name), who will provide instructions on what to do with the email.--------------------Slide instructions[Communicate to staff if any of the following apply to your firm:- Our firm installs the most up-to-date antivirus and anti-spyware software on all devices that connect to the Internet and run regular scans to update the software when available.– Our networking equipment and computers are all supported by the manufacturer.][Consider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.][If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.][NOTE: see Ransomeware article on Schwab’s Cybersecurity Resource Center website, https://si2.schwabinstitutional.com/SI2/Published/Content/News/nh/online_security/
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What is it? 
Cybercriminals pretend to be a trustworthy source in order to acquire sensitive personal 
information such as usernames, passwords, social security numbers, and credit card details. 

 Using an email, phone call or text message from a seemingly legitimate email address or 
number you are instructed to click on a link to take action (e.g., “validate your account,” “confirm 
your identity,” “access your tax refund”). 

 The link brings you to a website requiring you to enter your personal information. 

How does it happen?
Because the cybercriminal masquerades as a legitimate source (e.g., financial institution, realtor, 
banker), you believe the request is from a trusted source and unwittingly oblige when asked for 
your personal information.

What’s the impact?
Malware is installed on your computer your identity is stolen. 

How can you defend against it? 
 Hover over questionable links to reveal the true destination before clicking.
 Beware of cloned websites that may appear to be legitimate. Note that secure websites start 

with https, not http.

Phishing

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
Phishing attacks often rely on a blanket campaign in the hopes of catching a few individuals. For instance, a phishing attack may send a million emails out targeting a firm’s account holders. The majority of people who are emailed won’t have an account with the firm so they will immediately reject the email as fraudulent. However, the small percentage of recipients who do have an account may fall victim. The result can lead directly to identity theft.An alternate scenario is called “spear-phishing” where an attacker focuses on a specific target. Spear phishing attacks involve a cyber criminal spending time learning the personal characteristics and behavior of a specific target/victim, in an attempt to convince them to perform a specific action.And, as you can see on the slide, most cyber attacks use a combination of phishing and hacking. It used to be fairly easy to detect a phishing scam due to poorly written messages. But the cyber criminals are becoming more sophisticated and today most of these emails appear to be legitimate. In fact 1 in 4 phishing scams ends in successfully attaining non-personal information. --------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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What is it? 
Most people re-use passwords and usernames (aka ‘credentials’). Cybercriminals obtain these 
login credentials, test them in large numbers against financial institutions' websites to find 
matches, and then request fraudulent fund transfers, resell this information to other 
cybercriminals, and use this information to commit fraud.

How does it happen?
If the cybercriminal is not stealing these credentials themselves, they can easily purchase large 
numbers of stolen login credentials from the dark web. These large volumes of credentials 
typically come from data breaches (e.g. Yahoo, Verizon, LinkedIn, etc.).

What’s the impact?
Your accounts is compromised, and the cybercriminal can quickly re-use the credentials to 
access other accounts, and steal additional funds and confidential data before detection. 

How can you defend against it? 
 Use a unique password for each account to prevent a quick and invasive attack on all of your 

accounts; if possible, use dual-factor authentication methods
 Make each password unique, long, and strong. Use at least 8-12 characters, upper- and 

lowercase letters, symbols, and phrases. 

Credential Replay

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
Human nature plays a role because the cybercriminals know that most people re-use the same login credentials on multiple accounts so they can remember them. If the cybercriminal is not stealing these credentials themselves, they can easily purchase bulk quantities of stolen login credentials from the web to run against a firm’s online accounts. This tendency to re-use the same password on multiple accounts plays perfectly into the hands of the criminals who only need to match just a few credentials to accounts to make it financially worthwhile. These types of attacks are very common in the financial services industry.  Yahoo (2014): 500 million accounts stolen (names, email, telephone numbers, birthdays, even security questions and answers). Source: CNN Money, 09/22/16, Yahoo http://money.cnn.com/2016/09/22/technology/yahoo-data-breach/Verizon (2016): 1.5 million customer contact records were stolen and offered fro sale on the Dark Web. Source: CNBC, 03/24/16. 1.5 million Verizon Enterprise customers hacked: Report, http://www.cnbc.com/2016/03/24/15-million-verizon-enterprise-customers-hacked-report.htmlLinked in (2016): 117 million account credentials (emails and passwords) stolen and sold in the Dark Web. Source: CNN Money, 05/19/16, Hackers selling 117 million LinkedIn passwords, http://money.cnn.com/2016/05/19/technology/linkedin-hack/--------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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What is it? 
This involves the psychological manipulation of people in order to establish a level of trust that 
leads to the individual divulging sensitive and private information, or initiating funds disbursement. 
The most common form is “phishing”. 

How does it happen? 
Cyber criminals contact victims by phone, email, or through social media.

What’s the impact? 
The criminal commits fraud, steals money, and then disappears.

How can you defend against it? 
Be selective about the information you choose to share on social media, keep your personal 
information private (ex. home address, phone number, employer, vacation dates, and birthdate).

Social Engineering

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
Here’s a common example of social engineering:A cybercriminal calls the investor pretending to be the IRS and insists that money must be wired or the police will arrest the investor.Here’s an amazing case study of successful social engineering using the trust scheme:In 2007, a mystery man who remains at large burgled safety deposit boxes at an ABN Amro bank in Belgium*, stealing diamonds and other gems weighing 120,000 carats, in all. He visited the bank during regular business hours, overcame all of the bank's exceptional security mechanisms, and walked right out the door with €21 million (roughly $27.9 million at the time) worth of gemstones with no one the wiser, using absolutely no technology whatsoever.He used one weapon -- and that was his charm -- to gain confidence. He bought chocolates for the personnel, he was a nice guy, he charmed them, got the original keys to make copies and got information on where the diamonds were. The bottom line is you can have all the safety and security possible, but sometimes preying on victims with kindness and charm can accomplish more than advanced technology. Other examples:Victims can unwittingly be used in mule situations where the criminal befriends the victim and, once a level of trust is established, the victims’ new friend asks the victim to do them a favor by cashing a check and wiring funds. Of course, the money and the new friend disappear after the transaction is completed. *Source: NBCnews.com, 03/12/07, Man steals $28 million in diamonds from bank, http://www.nbcnews.com/id/17581876/ns/world_news-europe/t/man-steals-million-diamonds-bank/#.V-RjgBEUXcs--------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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What is it? 
The cybercriminal has arranged through a compromised phone or email address 
for calls and messages to be forwarded to another phone or email address. 

How does it happen?
Cybercriminal may use scanners, eavesdrop, clone, sell bogus ringtones or other 
gadgets to access a phone via public wi-fi; hack a computer and access email

What’s the impact?
Your phone/email is compromised, your conversations may be accessed, and your identity may 
be stolen leading to their transacting without your approval.

How can you defend against it? 
Two-factor authentication and heightened awareness about the legitimacy of the parties with 
whom you are speaking, ex. Financial institution contacting you about a wire transfer, etc.

Call/Email Forwarding

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
While cell phone technology has made a huge difference in the way we communicate and the speed with which we can get and stay in touch, it also provides a lucrative channel for scammers and snoopers, who use the technology to steal our money or our identity, and even to track our movements, and listen to our conversations. Scamming the phone company is no small feat, but cybercriminals are creative, patient and smart. Remember our discussion about social engineering? A cybercriminal may befriend someone they’ve learned works at the phone company. They patiently wait to establish a level of trust with that individual before they take action that enables them to take over our client’s phone number. Alternatively, they may be so charming, engaging and seemingly trustworthy that as they pose as our client, they are able to convince a phone company employee to forward calls to another number.Technological advances have made some forms of telephone fraud more difficult, but the use of cell phones by cybercriminals is still very common and requires our vigilance in detecting and averting their breaches.--------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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What is it? 
Masking the source of a communication (phone or email) to look like a reputable source 
(e.g. government, call within a company, etc.) in order to impersonate you and access your funds. 

How does it happen?
Cybercriminals mask the source/sender by creating an email address nearly identical to your 
email address (i.e., off by a character), so that, at-a-glance, the email address appears legitimate. 
The cybercriminal is preying on your lack of attention to detail in order to commit fraud.

What’s the impact?
Similar to the other cyberattacks we’ve discussed, access to your information and accounts could 
be jeopardized and you could be a victim of fraud and/or identity theft. 

How can you defend against it? 
 Carefully check the incoming emails for the proper email address and the accuracy of the 

spelling of the sender’s name. Hover over the sender’s name to see the underlying email 
address matches that of your acquaintances.

 If an email or phone call are questionable, contact the sender directly, using the email 
address or phone number you have on file for that individual.

Spoofing

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
What’s an example:In this example the email - at a quick glance - appears to be from you, but upon close examination one character is off in the email address. Spoofed emails can come from internal and external contacts. Often executives and other senior business leaders are spoofed into thinking an email came from a colleague, when in fact, it’s from a cybercriminal. The intent is to obtain non-public information or access to request disbursements of funds. Here’s another similar example involving phone spoofing. In this case, the cybercriminal masks the phone number they are calling from so it appears to be some other number. Repetitive. The cybercriminal calls you and they spoof the number to look like someone else’s number, so you see that person’s name on your caller ID even though the cybercriminal is actually calling you. Unfortunately it’s fairly easy to do and there are plenty of cheap tools on the internet that can be leveraged to facilitate it. --------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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Identity fraud is a serious issue. Fraudsters 
have stolen $112 billion in the past six years, 

equating to $35,600 stolen per minute
Source: 2016 Javelin Strategy & Research, Survey Report Results

How Cybercriminals Use 
Stolen Data

Registered Investment Advisory Firm in Florida and New York. 
Securities and investment advisory Services offered through FSC 
Securities Corporation member FINRA/SIPC. Additional advisory 
services offered through Ciccarelli Advisory Services, Inc. independent 
of FSC Securities Corporation. 
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How Cybercriminals use Stolen Data

Cybercriminals are intent on
stealing data and identities:

Resulting Crimes
• Fraudulent Transactions

– trading
– electronic funds or wire transfers
– account opening

• Identity Theft
– using stolen Social Security numbers

for employment or other gain
– filing a false tax return
– impersonating another person

Personal Data Stolen
• Social Security numbers
• Usernames
• Dates of birth
• Passwords
• Credit card numbers
• Account numbers
• Employment information
• Checks

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
Ciccarelli Advisory Services, Inc. independent of FSC Securities Corporation. 

Presenter
Presentation Notes
In addition to the examples we’ve already discussed, I should point out that cybercriminals also access confidential data when stealing devices like cell phones, tablets, and laptops. And, on the right you can see more examples of crimes resulting from the theft of personal information. Fraudulent transactions include trading, electronic funds transfer, wire transfers, opening unauthorized accounts, and more. And, identity theft can result in these and other crimes.  
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How We Protect Our Firm 
and Client Data

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
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Presenter
Presentation Notes
Moving on…let’s use the next couple of minutes to talk about the specific policies and procedures we have in place. It’s our expectation that every employee understands and is aware of their role and responsibility in adhering to these guidelines and to ask questions where expectations are unclear. 
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Protecting Our Firm and Client Data

Physical Personnel

Cybersecurity

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
The following are a few practices for protecting our firm and client information and assets. By combining all these protections together we’ll provide a unified front against cybercrime. ------------------------Slide instructionsYou can update this slide to reflect the key roles/responsibilities that you’ve identified for employees at your firm. Alternatively, as stated in the notes of the previously slide, content a written on slides 33-37 is optional. What is reflected includes some of the best practices for each focus area. However, it is critical that your review and update the content so that it reflects your firm’s specific practices. Discuss any applicable firm policies and procedures. What the expected behavior looks like and what, if any, the consequences are for not adhering to the policy and/or procedure
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Physical Safeguards

• Entry to building during 
non-business hours is 
controlled by access card

• Motion detectors/security 
system in place; linked to 
police department

• Locked files, desks, file 
room, and interior office 
doors

• Shredding Bins in two 
locations

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
Ciccarelli Advisory Services, Inc. independent of FSC Securities Corporation. 

Presenter
Presentation Notes
In addition to the examples we’ve already discussed, I should point out that cybercriminals also access confidential data when stealing devices like cell phones, tablets, and laptops. And, on the right you can see more examples of crimes resulting from the theft of personal information. Fraudulent transactions include trading, electronic funds transfer, wire transfers, opening unauthorized accounts, and more. And, identity theft can result in these and other crimes.  
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Personnel Safeguards

• Background checks 

• On-going training 
on best practices

• Annual training on 
Cybersecurity

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
In addition to the examples we’ve already discussed, I should point out that cybercriminals also access confidential data when stealing devices like cell phones, tablets, and laptops. And, on the right you can see more examples of crimes resulting from the theft of personal information. Fraudulent transactions include trading, electronic funds transfer, wire transfers, opening unauthorized accounts, and more. And, identity theft can result in these and other crimes.  
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Cybersecurity Safeguards

• Servers are backed up

• IT vendor vetted

• Contracted cybersecurity 
group

• Virus protection/firewalls

• Weekly network scan by 
third party

• Weekly patched and 
system updates

• Two-step authentication

• Encryption 

• Computers automatically 
lock

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
offered through FSC Securities Corporation member FINRA/SIPC. Additional advisory services offered through 
Ciccarelli Advisory Services, Inc. independent of FSC Securities Corporation. 

Presenter
Presentation Notes
In addition to the examples we’ve already discussed, I should point out that cybercriminals also access confidential data when stealing devices like cell phones, tablets, and laptops. And, on the right you can see more examples of crimes resulting from the theft of personal information. Fraudulent transactions include trading, electronic funds transfer, wire transfers, opening unauthorized accounts, and more. And, identity theft can result in these and other crimes.  
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Take-Aways

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
We’ve covered a lot of information today. I know it can be overwhelming to think about all the cyber threats and how to avert attacks, but want to thank each of you for your passion for service and commitment to nurturing the trust our clients place in us. As we close, the following slides offer a few resources for additional consideration and to further strengthen our awareness for safeguarding our firm and client assets against the growing fraud and cyber threat landscape.
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 Secure your email account by using appropriate passwords

 Change your password often, every 90 days!

 Use two-factor authentication for access to any financial institutions. 

 Do not click on suspicious links or open attachments in unsolicited emails, even from those you know. 

 Do not open or download any unknown programs, software, files, etc.

 Do not insert any USB that you’ve received from an unknown/unreliable source.

 Be sure to completely log out of sensitive websites to terminate your connection.

 Be extremely cautious on public wi-fi; don’t access financial websites

 Hover over and confirm incoming email addresses.

Take-Aways 

Registered Investment Advisory Firm in Florida and New York. Securities and investment advisory Services 
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Presenter
Presentation Notes
What’s an example:In this example the email - at a quick glance - appears to be from you, but upon close examination one character is off in the email address. Spoofed emails can come from internal and external contacts. Often executives and other senior business leaders are spoofed into thinking an email came from a colleague, when in fact, it’s from a cybercriminal. The intent is to obtain non-public information or access to request disbursements of funds. Here’s another similar example involving phone spoofing. In this case, the cybercriminal masks the phone number they are calling from so it appears to be some other number. Repetitive. The cybercriminal calls you and they spoof the number to look like someone else’s number, so you see that person’s name on your caller ID even though the cybercriminal is actually calling you. Unfortunately it’s fairly easy to do and there are plenty of cheap tools on the internet that can be leveraged to facilitate it. --------------------Slide instructionsConsider communicating any firm policy/procedures that details the expected behavior and possible consequences for violation of those policies and procedures.If this is an event your firm has experienced, consider sharing details of the event with your employees. Briefly describe event, actions taken, outcome and learnings.
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 Hover over questionable links to reveal the true destination before clicking.

 Beware of cloned websites that may appear to be legitimate. Note that secure websites start with 
https, not http.

 Use a unique password for each account to prevent a quick and invasive attack on all of your 
accounts; if possible, use dual-factor authentication methods.

 Make each password unique, long, and strong. Use at least 8-12 characters, upper- and lowercase 
letters, symbols, and phrases. 

 Be selective about the information you choose to share on social media, keep your personal 
information private (ex. home address, phone number, employer, vacation dates, and birthdate). 

 If an email or phone call are questionable, contact the sender directly, using the email 
address or phone number you have on file for that individual.

Take-Aways 
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Additional security practices 
and behaviors
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Time is of the essence, when responding 
to a cyber event. Immediately report the 
incident of crime:

 The Internet Crime Complaint Center (IC3)
(https://www.ic3.gov/complaint/default.aspx)
−Will send your internet-related criminal complaint to federal, state, local, or 

international law enforcement. 
− In addition to filing an IC3 complaint, contact your credit card company. Let 

them know about unauthorized charges or if you think your credit card number 
was stolen.

 The Federal Trade Commission (FTC) shares consumer complaints, including 
online scams with local, state, federal, and foreign law enforcement. While the 
FTC can’t resolve individual complaints, it can tell you the next steps to take.

Respond to a Breach
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So how can we support those who have become a victim of a data breach?The How to Respond to a Data Breach flyer is a great resource to keep handy. If a client experiences a cyber event, it is imperative that they take immediate action to mitigate the impact and expanse of the data breach. This flyer prioritizes actions to they should take within the first 24-48 hours of discovering the breach, within the first week, and within the first month and beyond.----------------------Slide InstructionsUpdate the content to reflect your firm’s specific expectations for responding to a breach (provide specific contact names, etc).Discuss any applicable firm policies and procedures. What the expected behavior looks like and what, if any, the consequences are for not adhering to the policy and/or procedureYou can download a copy of this flyer from Schwab’s Cybersecurity Resource Center, http://advisorservices.schwab.com/cybersecurity

https://www.ic3.gov/complaint/default.aspx
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Resources
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We’ve covered a lot of information today. I know it can be overwhelming to think about all the cyber threats and how to avert attacks, but want to thank each of you for your passion for service and commitment to nurturing the trust our clients place in us. As we close, the following slides offer a few resources for additional consideration and to further strengthen our awareness for safeguarding our firm and client assets against the growing fraud and cyber threat landscape.
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Additional Resources

To Report a Cybercrime:
 Forward suspicious emails to: 

nophishing@cbbb.bbb.org

 Visit www.identitytheft.gov to report 
identity theft and to get a recovery plan 

 Go to FTC.gov for additional consumer 
resources and to report identity theft

 http://www.ic3.gov/default.aspx is another 
website where you can file cybercrime 
complaints

Industry Resources:
 Go to StaySafeOnline.org and review 

the STOP. THINK. CONNECT.™ 
cybersecurity educational campaign

 Visit OnGuardOnline.gov, also a part 
of the STOP.THINK. CONNECT.™ 
campaign, that focuses on online security 
for kids and includes a blog on current 
cyber trends

 Visit https://www.fbi.gov/scams-
safety/fraud to learn more about common 
fraud schemes
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Thank You
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Thank you for your time in reviewing this important information. I hope you found this presentation helpful and actionable. What questions do you have about anything we’ve covered today? 
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